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Warm-up: Veritying MASCARA

* Protocol to extend ATM into wireless

« 10,000s lines of SDL code
(= 100s of pages of SDL diagrams)




A Promela model of MASCARA

e S

ANYMSG, .
senders receivers

SEND,1,2 OKSEND,1,1

Mobile

Stations

snd | rec | wt OKREC.2.1
Base 1112
Station 2
RELSEND,1
3 RELREC,1
NACH

A Correctness Property

“For all values of NSEND, NREC, NACH,
for every receiver r and every channel c:

If, at some point,
channel c is allocated to receiver r ()

then somewhere before that point

an entry of the form (c,..,r,..) has (¥)

”

been inserted in the Base Station’s table.

—

/NSEND, NREC, NACH: Nat

Vr:1. .NREC Vc:1..NACH —((—¢) Ut))




Verifying a Concrete Instance

For NSEND=3, NREC=3, NACH=2,
r=2, c=1: = ((=p) Uy)

But:
Would have to check several “representative” instances,

and argue why that suffices.

) %




Step 1: Data Abstraction

typedef MesgType = {SEND, OKSEND, ANYNMSG ..};

Senderld =1 __NSEND
Receivld = L—NREC- {R NR};
Chanl ndx = 8—NAGH- {C, NGC};

Step 2: Abstracting senders’ control

Dat aTr ansfer (c)

<

out ! RELSEND, c i N?OKSEND, k=d, C

ChooseTarget (r) ,—~ out!SEND, my+d, r
A\

i N?NOKSEND, ry+-d

Y 1 ¢

Dat aTr ansfer (c)

out ! RELSEND, c i N?OKSEND, ¢

ChooseTarget (r) out ! SEND, r

i N?NOKSEND




Step 3: Abstracting away the NR receivers

The distinguished receiver R All other receivers (NR)

(22

\/NSEND, NREC, NACH: Nat

Vr:1..NREC Vc:1..NACH:  —((—¢) Ut)

Verification results

1 100 10000 1000000 1E+08
concrete
instance
data
2 abstraction
3
£ parameterized
(¥
8 abstraction M nr. states in
Q Spin
n senders P
abstracted
B "modelling
receivers effort" (cumul.
abstracted nonlog.)




The Mission

program
property
(temporal logic)
2 e

Psat. ¢

interpretation

TS(P) [ ¢

<3 model 1 R
MC (P, $)

The Problem

P sat.

interpretation




Abstraction

verification
model
/\ —

P'sat. ¢ M sat. ¢

interpretation

TS(P) = ¢ TSIVM) =
“MC (abs(P), §) "

Abstraction Relation

/\

Psat. ¢ M sat. ¢

interpretation

TS(P)I= ISM))I= ¢

?




Property Preservation: A Choice

=  “gtrong preservation”
0 “weak preservation with false negatives’
0 “weak preservation with false positives’

[]

Property Preservation: A Choice

0 “weak preservation with false positives’

Gy o GwEd




Strong Preservation

— Puts lower bound on size of suitable
abstractions (e.g. bisim. reduction)

— Difficult to construct abstraction in
general

TS(P) = ¢ - TSM) [= ¢

Weak Preservation

+ No lower bound and easy to construct

— “Incomplete proof method”

TSP =9 n TSM) =9
OR

TS(P) 7 ¢ [ TS(M) 7 ¢

Usually: iterative refinement until
strong preservation




Weak Preservation

+ No lower bound and easy to construct

—“Incomplete proof method”

TSP =9 O TSM) |= ¢

Usually: iterative refinement until
strong preservation

False Negatives or Positives?

s N\
while MC(abs(P),d) = ||while Mc(abs(P),d) =
no + cntrexmp do yes + evidence do
{ inspect cntrexmp; { inspect evidence;
if true_cntrexmp if true_evidence
then debug P then halt
else refine abs; else refine abs;
} }

TS(P) =9 U TS(M) [= ¢ TS(P) =6 O TS(M) [= ¢




False Negatives or Positives?
N N\

while true do

{

debug P;
}

TS(P) =9 U TS(M) [= ¢ TS(P) ¢ U TS(M) |= ¢

False Negatives or Positives?

In practice the duals are not equally good:

» Goal isto have correct programs: fits

better with true positives

» ¢ istypicaly universal (O LTL /OCTL* /
pcalc): counterexamples can be dealt with

one-by-one, while evidence needs to be

considered as awhole
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Running Example

odd(n) even(n)

n:= even(n) —
3*n+1 n:=n/2

(o>

(global) state: [, I, nO




e.g.

Kripke structures: “Statics”

— Predicates p over states

[Bhink, think, 70 p=0

A
p = n>15

1
o

reat, think, 700 D

1

Ghink, think, 220 p

Kripke structures: “Dynamics”

- Rdation R between states

Bhink, think, 70
(R=1)

[&at, think, 70]
(R=1)

[Ehink, think, 22




Temporal Logic (CTL*)

— Can express static and dynamic aspects:
propositional logic + temporal operators

0G-(l,
0G(l, =
0G(l, =
(F(l, =

—eat Ul,=

eat)

eat — UF |, = eat)
eat - [IF |,= eat)
eat L1, =

eat)

Abstracting Kripke structures

[Think, think, 70
[think, think, 22

[fhink think, 11
[thin thlnk 3407
[@at, think, 701 eat 22

[@at, think, 1100 [think, eat, 340

Abstraction =

partitioning of states
Into abstract states

For now, assume
q : states — abs. states

‘cd

a(c) =a:




Abstracting Kripke structures

h Abstraction =

// partitioning of states

into abstract states

/ For now, assume
O : states — abs. states
a(c)=a: “cOa
C

= ¢ Al=o¢

Abs. Kripke structs: Statics

ForcOa c|=p [0 al=p (foral p 0 Prop)

p(&) =
1 if Ocla.p(c)=1
0 ifOc0a.p(c)=0

Yo otherwise

[think, eat, 22[]

[eat, think, 70]

(think, eat, 341

[eat, think, 1107




Intermezzo: 3-valued logic

[
Ll

information contents
(more knowledge)
o
H

Yo

logical contents .
(more truth)

Kleene interpretation:
- =Y

00% = %00 =0
10% = %01 =%
L0% = Y%

00% = %00 =%
10% = %01 =1
0% = %
0O-%=%-1=1
1% =%50=%
Yo Yo=Y

Abs. Kripke structs: Dynamics

Forcla: cl=¢ U al=¢ (foro =1p, -] )

R(ab) =
1 if OcUaldb. R(c,d)=1
0 if OclaOdOb. R(c,d)=0

15 otherwise

“constrained”
} ufreen




Preservation Theorem

Forall ¢ OOCTL* :

. if al=0 = 1,

o if al=53¢
* (If al=3 ¢
=

abstract,
3-valued
world

0,
Yy

then cl=¢
then c|/=¢
then c|=¢ or cl|/=9¢)

concrete,
2-valued
world

Another way to look at |=3¢

Define 2-valued |= on abstract side for pnf as follows:

al=p Iff
al=-p Iff
al=0.. iff
al=0.. iff

Cadp=1

(p holdsin every cll a)

Cadp=0

(-pholdsinevery cll a)
1 1 1

(there1 exists a path, from every cll a)

/2 Yo 2

G S

(there may exist a path, from some cl] a)




Model Checking on
Abstract Kripke Structures

1. Bring ¢ and =¢ in pnf (push negationsinside): ¢’, ¢”
2. Model check both, using the interpretation on prev. slide

3. Return “yes’ if ¢' succeeds, “no” if ¢" succeeds,
“don’t know” otherwise

Dinner Time

Let a(Uy,l, nO = [, 1, parity(n)U]
\_.0O {e, o}

(think,think,e [think,think,o]

[éat,think,0J

[think,eat,e]

‘

0G(l,=eat - OFly=eat) %

(Only free
transitions
shown)




An Existential Property

Add a“restart” process:
OGLF “restart” ?

lo= think 01, = think
-~ n:= 100
a(y, Iy, nd = O, 1y, parity ()0

£ 0{e. 0,100}

.,
.,
..
0

wert
....
Ml
.
.t

.................................................................. <.
[fhink,think,e [fhink,think,o] [fhink,eat,e]
{Ehink think 100 ............................. Fhink eat, 1000)

[@at.think o] (All free and constrained
’ ' transitions shown)
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Galois Connection Framework

y . abs. states — 25des
v(a) = the set of all states described by a
v(a) O y(a) : a ismore precise than a

a ;2% _, abs, states
a (S = the most precise description of S




here is an old story of a boilermaker who was hired to fix a huge steamship boiler

system that was not working well. After listening to the engineer’s description of
the problems and asking a few questions, he went to the boiler room. He looked at the
maze of twisting pipes, listened to the thump of the boiler and the hiss of escaping
steam for a few minutes, and felt some pipes with his hands. Then he hummed softly
to himself, reached into his overalls and took out a small hammer, and tapped a bright
red valve, once. Immediately the entire system began working perfectly, and the
boilermaker went home. When the steamship owner received a bill for $1,000 he
complained that the boilermaker had only been in the engine room for fifteen
minutes, and requested an itemized bill. This is what the boilermaker sent him:

For tapping with hammer: .50
For knowing where to tap: ‘ $999.50
Total: $1,000.00

RICHARD BANDLER AND JOHN GRINDER
Frogs into Princes: Neuro Linguistic Programming, 1979
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interpretation

Formal Abstraction

syntactic abstraction relation

/\

P'sat. ¢ M sat. ¢

TS(P))I= ¢ ISM))I= ¢

semantic abstraction relation

Issues

* Which techniques/algorithms can be used to
construct M = abs(P) ?

» How to find a suitable abstraction abs ?
(given a program and correctness property)




Abstract Interpretation: Example

type El = e1e3, type E1 = {e,e’,ne}
e4-'-} type Li = {eps,e,e’,

type Li = listof EI ee’,e'e}
fun head : Li->El = ||fun head : Li->El =

fun tail : Li->Li fun tail : Li->Li

fun one_el:Li->Bool fun one_el:Li->Bool

Abstract Interpretation: Example

eps

[e8,e7]

[e2,el,e5,e7] ee’
.« [el,e2,e5] (—/e’e

head([e2,el,e5,e7])=e2 head(ee’)=NONDET (e, ne)

one_el([])=Ffalse one_el (eps)=
NONDET (true,false)




Abs. Int. + M.C.: Tools

aSPIN (U. Malaga). XML for
transformations

Bandera (Kansas State U.) Library of
abstractions.

FeaVer (Bell Labs). Per-statement |ookup
tables.

3VMC (Tel Aviv U.)

Abstract Interpretation: Facts

essence (narrow sense): replacing ADTs by
smaller ADTs

weak preservation

amounts to manually specifying P - M;
effort isin finding abs. and justifying their
correctness (safety proving)




Formal Abstraction

syntactic abstraction relation

P'sat. ¢ M sat. ¢

interpretation ITiterpretation)

semantic abstraction relation

Program Slicing: Example

{ float x,y,z; int n;
n = *p;
Z = X;
if (n>0) x = pow(x,y);
printf(“x = %f\n”@;

o

O

O
dlicing
criterion




Program Slicing: Example
{ float x,y,z; int n;
n = *p;

if (n>0) x = pow(x,y);
printf(“x = %f\n”@;

Program Slicing: Tools

 Banderadicer. For Java

o CodeSurfer (U. Wisconsin-Madison —
GrammaTech). ANSI-C; <100 KSLOC

* Unravel (Nat. Inst. Stand. & Tech.) ANSI-C

|ssues: language, static / dynamic, intra /inter-
procedural, integr. pointer analysis




Program Slicing: Facts

“al-or-nothing” per-variable abstraction
strong preservation (often too much detail)

P — M automatic (given criterion)
tools aimed at analysis/ code understanding

Too Much Detail

if (BatteryPwr() > BATT_LOW)
signal_strength *= 2 /*double*/
else

signhal_strength)+= 1; /*step*/




Variable Hiding: Example
timer--;
saved_tm = timer;
it (timer>0)
retry_shutoff(MainEngine,&stat)
else

raise_alarm(Q);
if (stat==0k)

Variable Hiding: Example

if (NONDET)
retry_shutoff(MainEngine,&stat)
else
raise_alarm(Q);
if (stat==0k)




Variable Hiding: Tools

abC (Bdll Labs). ANSI-C(+), includes
pointer alias analysis

predefined abstraction in Bandera. Java,
being extended with alias analysis

Pet (Bell Labs). Pascal

Variable Hiding: Facts

“dual” to dlicing + cut-off boundary
weak preservation (tunable)

P — M automatic (given hiding crit.)

smaller state vectors, hopefully smaller state
space




Transforming C

if (k <(m) {
@@ blj++] = (n = k++, k);
if (NONDET) {

(1 ++, b[j++] = ( k++, k));

}

Interaction Loosening: Example

e
- (8,0 tZC S, t,

-1,

~

s




Interaction Loosening: Example

s,

RN

S —s7 )
51

T = Sltl\ Ssta




Interaction Loosening: Facts

« = manually specifying P — M by giving
synchronizations to loosen; effort isin
finding those

» weak preservation (tunable)

o successful in BDD-based MC

Interaction Loosening: Experim.

« StateCharts model of production cell (robot
arm, press, feed belts, crane)

18 properties (univ., exist., mixed; safety,
progress)

* 94% reduction on average (max. # BDD
nodes)




Predicate Abstraction: Example

n : {e,o} Bevencny + BOOI
Bogacny = BOOI

n : {e,0,100} Bevencny + BOOI
Bogacny = BOO
b,_100 : BoOI

Predicate Abstraction: Definition

Given: predicates ¢, ..., ¢, On concrete states.

Letb,,...,b bevariablesof type {tt, ff,T}.

An abstract stateisavaluation of b, ...,b,
or false.

|.e. an abstract state is (false or) amonomial
ONn by, ...,b, : @aconjunction of b, and -b;
containing every b, at most once.




PredAbs: Further Characteristics

» use of decision procedure/ thm. prover / ssimplifier
+ approximation to keep fully automatic

o abs. state always split into canonical monomials
(every b; occurs exactly once)

» method for refinement of predicatesif too coarse

Using a Theorem Prover
|:H)even(n) ’ I:')odd(n) ’ bn=100D

« Y ~ [&t,ff,ffO

even(n)
[1-odd(n)
[1-(n=100)

even(n) - odd(n) 0 - (n=100) Deven(n) O even(n/2)




Splitting into Canon. Monomials
|:ﬂ)even(n) ’ bodd(n) ’ bn=100[|

« Y >~ t,ff, ffO

even(n)
[1-odd(n)

l even(n) — n:=n/

tt, tt, ttl
xt,tt, ffO

- [FF, FF, FFO

Finding Predicates

e Initial predicates:
— state predicates from correctness property +
— conditions from program

» Counter-example driven refinement:

O

e




Finding Predicates

o Initial predicates:
— state predicates from correctness property +
— conditions from program

» Counter-example driven refinement:

./\./\.
.—/‘/.

x. %

Formula-Driven Partition Refin.
0G(l, = eat — OF |, = eat)

(=)0




Formula-Driven Partition Refin.

1G(, = eat — OF |, = eat)

| =think

|,=eat
|, =think

Formula-Driven Partition Refin.
0G(l, = eat — OF 1, = eat)

l,=eat 0 OX|;=eat O OXOX1,=eat O ...

(I,= eat Jodd(n)) L/(I, = think U(l/: think /Jeven(n))

| ;=think
|,=think
even(n)

| ;=think
|, =think
odd(n)

|,=eat
=think

| =think

| =think




Formula-Driven Partition Refin.
OG(lp=eat - [JF1, = eat)

..0OXOXOX |, =eat O ...

.01y = think (71, =

eat [Jeven(n/2)) [J (I, = eat [J1, = think /Jodd(n))

=4
> |;=think | =think i t i ! :
|,=think |,=think 1=eat
even(n)

|,=think
even(n)

|, =think
odd(n)

Formula-Driven Partition Refin.
0G(l,=eat -~ OFl,=eat)

> | =think | ,=think I(I)=think g I(I)zthink
. . =eat =eat
|,=think |,=think eéen(n) e&en(n)
even(n) odd(n)

even(n/2 odd(n/2

|,=eat
|,=think
odd(n)




Predicate Abstraction: Tools

AUTOABS (Béell Labs/ Cadence)
Bandera?

BLAST (Berkeley)

InVeSt (Verimag)

JPF2 (NASA)

SLAM (Microsoft)

Summarizing

abstract interpretation
dicing

variable hiding
interaction loosening

predicate abstraction
— automatic refinement




Organizing

abstraction of

— data (“ values and the operations on them™)
— control (* how the operations are put together in a process’)

— configuration (“ how the processes are put together in a
program’)
— communication

weak vs. strong preservation
degree of sophistication
degree of automation

Outline

» (PART 111)
« Challenges




Knowing where to tap

Practice

« Compare approaches (tool efforts);
reproduci ble experiments; open tools and
case studies

e Can MC beintegrated in SW development?
(SW developers will have to produce more
formal correctness reguirements)
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MNo software is complete without the giant 800-page book that always
costs $49.95.

Tool Building

 Pareto Principle (80-20 rule)
o Seek Simplicity
» Technology push aone will not do







